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“Whistleblowing is a vital pillar in the integrity, governance
and compliance systems of every organisation, and healthy,
corruption-free institutions across society as a whole.”1
The Independent Commissioner Against Corruption
(ICAC) receives and investigates reports of improper
conduct2 from public officers and public bodies,
and members of the community. These people are
often known as whistleblowers. For the purpose of
these guidelines, we may also refer to whistleblowers
as ‘protected persons’ or ‘reporters’ and their
actions in reporting as ‘protected action’.
Public bodies have the responsibility to support protected
persons and provide them with protection against
retaliation. The ICAC’s role is to guide public bodies to
fulfil their responsibilities, to oversee public bodies to
ensure that they are taking appropriate steps to protect
whistleblowers, and to take action if whistleblowers are
not protected, or retaliation occurs. The Office of the
ICAC aims to have close contact with public bodies when
persons who are at risk of reprisal or retaliation have
been identified – either by the public body, the Office of
the ICAC , or another entity. In such circumstances, the
Office of the ICAC will provide advice to the public body
or take (or direct) action to minimise the risk of retaliation.

The ICAC acknowledges that some smaller public
bodies, including statutory authorities, have limited
resources to deliver comprehensive internal reporting
and whistleblower protection frameworks. In such
circumstances, it is reasonable to expect these public
bodies to share resources with similar entities, and/
or adopt a scaled approach to internal reporting
and whistleblower protection frameworks.
These guidelines provide advice to public bodies
about frameworks and practices for minimising risks
of retaliation, as required under section 106 of the
Independent Commissioner Against Corruption Act 2017.
Processes for encouraging and protecting staff
who speak up about improper conduct are
vital to integrity and good governance.3
While whistleblower protection policies are helpful,
they are only part of the picture. Research shows that
supervisors play a pivotal role in managing disclosures
from employees who perceive any wrongdoing, and
that workplace culture is critical to the outcome of
whistleblower disclosures—in fact more critical than official
policies or procedures.4 NT public sector managers must
play a leadership role in promoting the cultural change
necessary to stamp out corruption in public administration.

Whistleblowers play a critical role in the push to restore
integrity in public administration. The ICAC is committed
to whistleblower protection reforms at legislative, cultural
and procedural levels. Furthermore, the Office of the ICAC
aims to promote collaboration between public bodies.

Important note: These guidelines should be read in conjunction with the following documents:

1.
2.
3.
4.

•

Mandatory Reporting Directions and Guidelines for Public Officers, Public Bodies and the Community; and

•

Whistleblower Protection Guidelines and Directions pursuant to section 9696
of the Independent Commissioner Against Corruption Act 2017

Brown, A J et al, Clean as a whistle: a five-step guide to better whistleblowing policy and practice in business and government.
Key findings and actions of Whistling While They Work 2, Brisbane: Griffith University, August 2019.
Independent Commissioner Against Corruption Act 2017, section 9
Brown, A J (ed), Whistleblowing: New Rules, New Policies, New Vision (Work-in-progress results from the Whistling While They Work 2 Project), Brisbane: Griffith University, November 2018.
Ibid
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1. Key principles
The following principles should underpin a public body’s assessment and response to allegations of reprisal:5
Principle

Action

Confidential

Ensuring the identity of a whistleblower remains confidential.

Accountable and transparent

Acting in the best interest of employees.
Ensuring accountability for decisions about what action to take.
Acting fairly and impartially in accordance with the natural justice principle.
Providing meaningful reasons for decisions to all relevant parties.
Taking action in response to allegations.
Referring matters to the Independent Commissioner Against Corruption in
accordance with the ICAC Act, and supporting guidelines and practice directions.

Consistent

Ensuring actions are consistent.
Acting reasonably in response to the circumstances and facts of individual matters.

Proportional

Ensuring any action taken is proportionate to the seriousness of the conduct.
Taking action to deter reprisal.
Taking remedial action.

Timely

5.

Ensuring responses to allegations of reprisal and decision-making in relation
to them is timely.

Ombudsman NSW, Public Interest Disclosure Guideline, Responding to Allegations of Reprisal 2017.

2. Protection framework
In order to provide protected persons with the best possible
protection against retaliation, public bodies must have
a framework in place for confidentially receiving and
managing reports of improper conduct.

• roles and responsibilities (may include: reporters,
executives, board members, nominated recipients,
managers, investigators, support staff, legal counsel,
human resources staff and others).

This section outlines measures that may be included within
a framework in order to properly protect those who make a
report of improper conduct.

For more guidance on effective whistleblower policies,
refer to Australian Securities & Investments Commission
REGULATORY GUIDE 270: Whistleblower policies.*

The agency’s response to these and other guidelines may
be a key consideration to determine vicarious liability if a
public body is found to have retaliated against a protected
person.

2.1. Policies and processes
Public bodies must have policies and processes in place
governing the body’s whistleblower protection framework.
The Office of the ICAC understands that expertise and
resources may be limited in some smaller public bodies.
Whistleblower policies and procedures should be aligned to
the nature, size, scale and complexity of the entity’s business:
The policies and processes may describe, but should not be
limited to:
• the purpose of the policy;
• who the policy applies to;
• matters the policy applies to;
• who can receive a report of improper conduct;
• how people can report improper conduct;
• protections available under the ICAC Act;
• support and practical protection for disclosers;
• information about how the entity will ensure the fair
treatment of employees who are mentioned in a report;
• mandatory reporting obligations;

2.2. Cultural change and leadership
Public bodies should consider cultural change and
organisational leadership strategies to support official
whistleblower policies and procedures. It is important that all
employees in an organisation understand the organisation’s
policies and procedures and their roles, including clear
responsibilities and advice to potential reporters on how
they can report and how their report will be handled.6
Actions to promote cultural change within an organisation
may include:
• establish an employee representative body within
the agency to discuss and review matters relating to
whistleblower protection;
• prepare and execute an agency-wide communications
plan to disseminate information about ICAC obligations
and whistleblower protections, or this may form part of an
existing agency-wide communications plan;
• develop a feedback channel for employees who have
questions relating to reporting improper conduct;
• engage team leaders within the public body to drive
cultural change and communication within work units;
and
• implement employee induction processes which include
reference to the ICAC, internal ICAC and whistleblower
protection policies and procedures, and public officer
mandatory reporting.

• privacy and confidentiality principles and provisions;
• whistleblower obligations to report any actual or potential
retaliation; and

6.
7.
8.
9.

Brown, A J et al, Clean as a whistle: a five-step guide to better whistleblowing policy and practice in business and government.
Key findings and actions of Whistling While They Work 2, Brisbane: Griffith University, August 2019.
Brown, A J (ed), Whistleblowing: New Rules, New Policies, New Vision (Work-in-progress results from the Whistling While They Work 2 Project), Brisbane: Griffith University, November 2018.
Brown, A J et al, Clean as a whistle: a five-step guide to better whistleblowing policy and practice in business and government.
Key findings and actions of Whistling While They Work 2, Brisbane: Griffith University, August 2019.
Ibid.

Footnote: Australian Securities & Investments Commission, November 2019, REGULATORY GUIDE 270: Whistleblower policies.

*
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2.3. Training for managers and
supervisors
Supervisors play a pivotal role in managing disclosures
from employees who perceive any wrongdoing. Those
in management positions must play a leadership role in
promoting the cultural change necessary to stamp out
corruption in public administration.
Public bodies should issue guidelines and training for
managers and supervisors to respond to disclosures
of wrongdoing, including on the topic of support and
protection against reprisal. Training for managers and
supervisors may include, but should not be limited to:
• ethical leadership, ethical role modelling by senior
management and ethical behaviour reinforcement;7
• procedures to be followed by managers and key
personnel responsible for delivering support and
protection to disclosers (and subjects of disclosure);8
• support policies available to disclosers (and subjects of
disclosure);9 and
• how to assess and manage risk to vulnerable individuals.

2.4. Risk assessment and
management plan
Protected persons are at higher risk of retaliation by virtue
of the fact that they have disclosed information that
may implicate their colleagues or employer in serious
wrongdoing.
Agencies may conduct a reprisal risk assessment after
giving consideration to the circumstances of the person
reporting improper conduct and other impacted people.
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Risk assessments should give higher risk weighting where:
the report is against a senior officer; few people know about
the matter reported; there are multiple ‘wrongdoers’; and/or
the wrongdoing is perceived as serious, systemic, sensitive
or contemporary.10 The risk assessment should inform
a management plan to mitigate risks identified in each
individual assessment.
Risk assessments should be reviewed at key stages during
and after an investigation as the risk to whistleblowers and
other staff may change over time.
Family and cultural connections should be considered as
part of the risk assessment and drafting of the management
plan.
The risk assessment process11 involves:
• communication and consultation—what does the
reporter expect and do they have any concerns about
reprisal or conflict?
• identifying the risks—are there reprisals or conflict
problems or do they have the potential to be problems in
the workplace?
• conducting a risk analysis and evaluation—what is
the likelihood and consequence of reprisal or conflict
occurring?
• facilitating risk treatment—what strategies should be
implemented to prevent or contain reprisals or conflict,
and how will they be resourced?
• monitoring and review—have the strategies been
implemented and were they effective in preventing or
containing reprisal or conflict?
Whistleblowers who are at risk of reprisal should be notified
as soon as practical.

10. Brown, A J (ed), Whistleblowing: New Rules, New Policies, New Vision (Work-in-progress results from the Whistling While They Work 2 Project),Brisbane: Griffith University, November 2017.
11. Ombudsman NSW, Public Interest Disclosure Guideline, Responding to Allegations of Reprisal.

2.5. Whistleblower support
Becoming a whistleblower can be stressful and can put a
great amount of pressure on the reporter, their colleagues,
friends and family members. Public bodies should have an
active support/management strategy for staff.
Wherever possible, the public body should keep the identity
of a whistleblower confidential. Public bodies should consult
with the whistleblower and the ICAC before taking action
which may identify the reporter in the interest of protecting
the identity of the whistleblower. The ICAC recognises that
public bodies may have a legal obligation to report matters
to entities other than the ICAC or commence their own
investigations.
If whistleblowers are treated with respect, properly supported
and perceive the procedures used as fair, they are more
likely to accept the organisation’s decision—even if their
allegations are unsubstantiated. Matters tend to escalate
when whistleblowers believe:12
• they have been ignored or not taken seriously;
• their report is not being dealt with properly and
appropriately or within reasonable periods of time; and/or
• they have not been appropriately informed about the
progress of their report or the outcome of any action taken
in relation to it.
Whistleblower support strategies may include, but are not
limited to:
• providing the reporter with a clear statement regarding the
support available to that person;
• appointing a mentor, peer support officer or confidante to
support the reporter;
• referring the reporter to professional support services;
• facilitating conciliation of personality or workplace issues;
and
• encouraging the reporter to draw on their personal support
networks.

12. Ombudsman NSW, Public Interest Disclosure Guideline, support strategy.
13. Queensland Ombudsman, Public Interest Disclosure Standard No.2/2019.
14. Division 5, section 110-112.

Whistleblower support strategies should consider the
accessibility of support services for those in regional and
remote areas, and for those for whom English is a second or
third language. Support for people of diverse backgrounds,
including Aboriginal and Torres Strait Islanders, should
be culturally appropriate and advice may be sought from
specialist support services in this regard.
Support may also be offered to other vulnerable staff
identified in risk assessment and management plans.

2.6. Remediating detrimental impacts
Public bodies must report information about alleged or
suspected retaliation or reprisal to the ICAC.
In the event that reprisal is suspected, public bodies
should:13
• address the safety and welfare of the whistleblower,
witnesses, and/or others associated with the whistleblower
(including those who may wrongly be suspected of being
a whistleblower) as a priority;
• immediately report the conduct to the ICAC and any other
another entity with jurisdiction to deal with the conduct
(for example, Police, or the Commissioner for Public
Employment);
• review the risk assessment and amend it as required, in
consultation with the whistleblower;
• inform and ensure the whistleblower understands their
obligation to report any actual or potential retaliation to the
ICAC;
• inform the whistleblower subject to the alleged or
suspected reprisal of the process for reporting the conduct
to the ICAC;
• provide any necessary support to the whistleblower; and
• allocate appropriate resources to take any of the actions
mentioned above.
The ICAC may, at any time, audit or review a public body
or make recommendations to a public body in relation to
whistleblower protection.14
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3. Legal and
management obligations
3.1. Public Sector Employment
and Management Act 1993

3.2. Independent Commissioner
Against Corruption Act 2017

Northern Territory Public Service employees are in a
position of trust requiring standards of behaviour that reflect
community expectations. Section 5F (1)(b)(iii) of the Public
Sector Employment and Management Act 1993 ( “PSEMA”)
states that public sector officers must carry out their duties
in accordance with the code of conduct. An employee who
fails to uphold this principle commits a breach of discipline.
PSEMA also includes the general principles for the code of
conduct, which is fully set out in Employment Instruction 12.

The ICAC is an independent body responsible for
receiving, identifying and investigating reports of
improper conduct by public bodies and public
officers, such as those who receive government
money such as, contractors and grant recipients.16

A Public Sector Officer has a duty to report any unethical
behaviour, corrupt act or wrongdoing by any other
Public Sector Officer. The report can be made to a
supervisor, manager, Chief Executive Officer, or the
Commissioner for Public Employment,15 or the ICAC.

15.
16.
17.
18.

All public bodies and public officers must report
reasonable suspicions of improper conduct
under mandatory reporting obligations.17
The Act outlines protections for those who report improper
conduct in public administration to the ICAC.18
A person takes protected action if they make a
“protected communication” or if that person takes
another action in the course of, or for the purpose of

Employment Instruction Number 12 (Code of Conduct), issued under section 16 of the Public Sector Employment and Management Act.
Section 16 of the ICAC Act.
Mandatory reporting guidelines and directions, 2019, ICAC.
Section 93(1)(b)

complying with the Act, or cooperating with a person
or body performing functions under the Act.19
A protected communication is information in a report
made by an individual to the ICAC in accordance with
the ICAC’s mandatory reporting guidelines, or that is
provided by an individual to certain entities set down
in the Act.20 The ICAC may also declare an action
to be a protected communication in writing.21
A protected person22 is a person who takes or has
taken “protected action”. A “protected person” includes
a person who the person engaging in retaliation believes
or suspects is taking or has taken protected action.
Notwithstanding these safeguards, an action
is not “protected action” if the person taking
the action knows or believes the information or
communication is misleading or untrue.
A person who discloses a report of improper conduct to
the media before first reporting the matter to certain entities
listed in the Act may not be deemed a protected person.
People who choose to disclose reports of improper conduct
to the media in the first instance put themselves at greater
risk of reprisal and retaliation, and they may not be protected
from civil or criminal liability, defamation proceedings or
disciplinary action, or other adverse administrative action.
A person engages in retaliation23 against
another person (the victim) if the person causes,
or threatens to cause, harm to the victim:
•

with the intention of discouraging the victim or a
third person from taking protected action; or

•

with the intention of discouraging the victim or a third
person from supporting a protected person; or

•

because of protected action taken, or suspected by
the person to have been taken, by the victim; or

•

because of action taken, or suspected
by the person to have been taken, by the
victim to support a protected person.

The notice must:
• acknowledge receipt of the communication;
• include the date of receipt of the communication;
• summarise the content of the communication;
• include a statement that the communication
is a protected communication; and
• provide some information about the ICAC’s role
and contact details for the ICAC’s Office.25
The person responsible for the management or control
of a public body may nominate an eligible person to be
the Nominated Recipient26 for the public body. The
Nominated Recipient may issue a protected person with
a written notice, as outlined above, on behalf of a person
responsible for the management or control of a public body.
A person who engages in retaliation27 is liable to pay an
amount to the victim as compensation for the retaliation. If
an employee of a public body engages in retaliation in the
course of employment, both the employee and the public
body may be jointly and severally liable for the retaliation
and proceedings may be taken against either or both.
The ICAC may, at any time, audit or review a public
body or make recommendations to a public body
in relation to whistleblower protection.28

3.3. Work Health and
Safety Legislation
NT Government agencies are responsible for providing
and maintaining a safe and healthy environment for staff,
contractors, volunteers and visitors in accordance with the
Work Health & Safety (National Uniform Legislation) Act 2011
and associated regulations.
Public bodies should be aware that whistleblowers are at a
risk of adverse treatment which may impact their health and
safety. It would therefore be prudent for public bodies to
have plans to manage this elevated risk.

Retaliation is an offence that carries a maximum
term of imprisonment of two years.24
Those who receive a protected communication
must give the person who made the communication
a written notice as soon as practicable.

19.
20.
21.
22.
23.

Section 92
Section 93
Section 94
Section 4
Section 95

24.
25.
26.
27.
28.

100, 101
Section 98
Section 98
Section 102
Division 5, sections 110-112
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Brown, A J (ed), Whistleblowing: New Rules, New Policies,
New Vision (Work-in-progress results from the Whistling While
They Work 2 Project), Griffith University, November 2018.
Brown, A J et al, Clean as a whistle: a five-step guide to
better whistleblowing policy and practice in business and
government. Key findings and actions of Whistling While
They Work 2, Brisbane: Griffith University, August 2019.
Brown A J and Lawrence S A (2017), Strength of
Organisational Whistleblowing Processes: Analysis
from Australia. Further results of the Whistling While
They Work 2 Project, Griffith University, May 2017.
Brown A J (ed), Whistleblowing in the Australian public sector:
Enhancing the theory and practice of internal witness management
in public sector organisations, Griffith University, 2008.
Brown A J, Olsen J, Whistling while they work: A good
practice guide for managing internal reporting of wrongdoing
in public sector organisations, Griffith University, 2011.

Legislation
Financial Management Act 1995
Independent Commissioner Against Corruption Act 2017
Information Act 2002
NT Public Sector Code of Conduct
Public Sector Employment and Management Act 1993
Work Health & Safety (National Uniform Legislation) Act 2011
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Contact information
Freecall 1800 250 918
icac.nt@icac.nt.gov.au
icac.nt.gov.au
Level 9, 9-11 Cavenagh Street, Darwin NT
GPO Box 3750, Darwin NT 0801

